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DETAILED ACTION 

1 . The response of 1 0/1 3/2005 was received and considered. 

2. Claims 1, 3-6, 8-17, 19-22, 24-33, 35-38, and 40-46 are pending. 

Response to Arguments 

3. Applicant's response (page 12, amends claims 4, 5, 20, 21, 36 and 37 to 
overcome the objections set forth in the previous Office Action and therefore those 
objections are withdrawn. 

4. Applicant's response (page 12, 1|2) amends claims 34-46 to overcome the §112 
1J2 rejections set forth in the previous Office Action and therefore those rejections are 
withdrawn. 

5. Applicant's arguments with respect to claims 1-46 have been considered but are 
moot in view of the new ground(s) of rejection. The rejections are clarified below to 
further explain Hypponen. 

Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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7. Claims 1 , 3-6, 8-17, 19-22, 24-33, 35-38, and 40-46 are rejected under 35 
U.S.C. 102(e) as being anticipated by International Publication Number WO 02/19067 to 
Hypponen. 

Regarding claim 1, Hypponen discloses a computer program product for 
controlling a computer to generate mobile computing device malware definition data for 
use by a mobile computing device malware scanner executable upon a mobile 
computing device (page 2, lines 13-17), said computer program product comprising: 

obtaining (fig. 3) master malware definition data/antivirus software and database 
updates contained at the Management Center virus signature data base (fig. 1, #5) 
obtained via a management message/anti-virus software/database update (page 7, 
lines 1-4), identifying a plurality of items of malware/virus signatures, each belonging to 
one of a plurality of classes of malware/virus signatures, threat (page 7, lines 26-30), 
identifying code/software, operable to identify one or more classes of malware threat 
against which said mobile computing device/wireless device, is to be protected (page 8, 
lines 13-19), and generating code operable to generate from said master malware 
definition data/Management Center virus signature database, said mobile computing 
device/wireless device, malware definition data (fig. 3), said mobile computing 
device/wireless device, malware definition data/virus signature database, identifying 
items of malware identified within said master malware definition data/Management 
Center virus signature database, which are within classes of malware threat against 
which said mobile computing device/wireless device, is to be protected, (fig. 3, "Is 
message applicable to destination mobile device?"); wherein said obtaining code, said 
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identifying code and said generating code are executed by a fixed location computing 
device/Management Center (fig. 1, #5), said fixed location computer/Management 
Center, being operable to transfer (fig. 3, "Send message via transit network") to said 
mobile computing device/wireless device, one or more computer files/antivirus 
software/database update, including at least a computer file containing said mobile 
computer device/wireless device, malware definition data/management 
message/antivirus software/database update, (fig. 3); wherein said fixed location 
computing device/Management Center, stores profile data identifying one or more 
different types of mobile computing device/wireless devices/subscribers (Fig 1, #2, #4, 
& page 5, line 24-26), to which said fixed location computing device/Management 
Center, may transfer computer files/antivirus software/database update, and 
corresponding threat data identifying one or more classes of malware/virus signatures, 
threat to which each of said mobile computing devices/wireless devices, is vulnerable 
(fig. 3, sequence number is compared, page 7, lines 1-5, & page 4, lines 22-25); 
wherein only a subset of said master malware definition is used to generate said mobile 
computing device malware definition data (fig. 3, "Is message applicable to destination 
mobile device?") for tailoring said mobile computing device malware definition data to 
accommodate only malware threats to which said mobile computing device is 
vulnerable (page 4 Jines 22-25 & page 8, lines 13-19 & page 10, lines 28-32). 

Regarding claim 3, Hypponen further discloses wherein said fixed location 
computing device/Management Center, is a user computer (Fig. 1 , #7), having 
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communication link with said mobile computing device/wireless device, (page 6, lines 
24-26). 

Regarding claims 4-6, Hypponen further discloses wherein, when said mobile 
computing device/wireless device, is connected to said fixed location computing 
device/Management Center, different versions of user generated computer files 
respectively stored by said mobile computing device/wireless device, and said fixed 
location computing device/Management Center, are synchronized (fig. 3, "Is sequence 
number expected?"), wherein said mobile computing device/wireless device, malware 
definition data/virus signature database, is transferred from said fixed location 
computing device/Management Center, to said mobile computing device/wireless 
device, during said synchronization (fig. 3), when said mobile computing device/wireless 
device, is connected to said fixed location computing device/Management Center, 
versions of said mobile computing device/wireless device, malware definition data/virus 
signature database, stored on said mobile computing device (virus signature database) 
and said fixed location computing device/Management Center, are compared (fig. 3), 
and, if said fixed location computing device/Management Center, has a more up-to-date 
version of said mobile computing device/wireless device, malware definition data/virus 
signature database, then said more up-to-date version/database update, of said mobile 
computing device/wireless device, malware definition data/virus signature 
database/database update is transferred from said fixed location computing 
device/Management Center, to said mobile computing device/wireless device (page 3, 
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lines 5-7 & page 4, lines 22-25 & page 7, lines 10-20). 

Regarding claims 8-10, Hypponen further discloses wherein user controlled 
policy data (fig. 2, #8-10), is used in combination with said threat data to control against 
which classes of malware threat said mobile computing device/wireless device, is 
protected by said mobile computing device/wireless device, malware definition data 
(page 6, lines 20-25), wherein said different types of mobile computing device/wireless 
devices, correspond to different types of operating system (page 5, line 16), computer 
program used by mobile computing devices/wireless devices, wherein said fixed 
location computer/Management Center, device detects to which mobile computing 
devices/wireless devices, it may transfer computer files by detecting installation upon 
said fixed location computing device/Management Center, of one or more transfer 
controlling compute/ programs operable to control transfer of computer files to one or 
more predetermined mobile computing devices/wireless devices (page 5, line 19 to 
page 6, line 4). 

Regarding claims 11-13, Hypponen further discloses wherein fixed location 
computing device/Management Center, also transfers a malware scanner computer 
program/anti-virus software (fig. 1, page 5, lines 5-6) from said data source to said 
mobile computing device/wireless device wherein said fixed location computing 
device/Management Center, checks for an updated malware scanner computer 
program becoming available from said data source and if such an updated malware 
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scanner computer program become available then obtains said updated malware 
scanner computer program/ anti-virus scanning engine, for transfer to said mobile 
computing device/wireless device (page 6, lines 21-24 & fig. 3). 

Regarding claim 14, Hypponen further discloses wherein said master malware 
definition data/Management Center virus signature database is also used to protect said 
fixed location computing device/Management Center, from malware (Fig. 1, #11). 

Regarding claim 15, Hypponen further discloses wherein said fixed location 
computing device/Management Center, is connected to said data source by a fixed 
Internet link (page 2, lines1-2). 

Regarding claim 16, Hypponen further discloses wherein said items of malware 
include one or more of a computer virus, a worm, a Trojan, a banned computer file, a 
banned word and a banned image (page 1, fl4). 

As per claims 17, 19-22, and 24-32, these are a method version of the claimed 
computer program product discussed above in claims 1, 3-6, and 8-16 respectively, 
wherein all claimed limitations have also been addressed and/or cited as set forth 
above. 
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As per claims 33, 35-38 and 40-46, these are a apparatus version of the claimed 
computer program product discussed above in claims 1, 3-6, and 8-16 respectively, 
wherein all claimed limitations have also been addressed and/or cited as set forth 
above. 

Regarding claim 47, the computer program product as claimed in claim 1, 
wherein said fixed location device/Management Center, stores policy data including 
user defined settings identifying the manner in which said profile data is to be 
interpreted (page 5, lines 29 to page 6, line 4, & page 7, lines 1-5 & page 8, lines 10- 
23). 

Regarding claim 48, the computer program product as claimed in claim 1, 
wherein said one or more classes of malware threat against which said mobile 
computing device/wireless device, is to be protected are chosen according to classes of 
malware threat known to pose a problem to said mobile computing device/wireless 
device, and classes for which it is desired to protect said mobile computing 
device/wireless device, according to user defined policies (page 8, lines 10-23). 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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a. U.S. Patent Application Publication Number 2004/0010579 is cited for 
disclosing a method of managing a wireless device. 

b. U.S. Patent Number 5,948,104 is cited for disclosing a method and 
system for updating virus signature files of a computer system. 

c. U.S. Patent Application Publication Number 2002/0042886 is cited for 
disclosing a method of protecting a wireless device against viruses and 
maintaining a database of virus signatures. 

9. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aubrey H. Berger whose telephone number is (571)272- 
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8155. The examiner can normally be reached on Monday - Thursday, 7:30 a.m. - 5:00 
p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Greg Morse can be reached on (571)272-3838. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




